NudopmanuonHas naMATKa AJ1s1 00YYAHOLIHXCS

C xaxaplM TOAOM MOJIOASKH B VHTepHeTe CTaHOBHUTHCS OoJible, a
IIKOJbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOT'O KOJHYECTBa BO3MOKHOCTeW, VIHTepHET HeceT W MmpoOJieMBbl.
Ota naMATKa J0JKHA TOMOYb Te0e 6e30IacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbloTepHsblii BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTIUYUTEIIBHON 0COOCHHOCTBIO KOTOPOU SABJISIETCS CIIOCOOHOCTh K Pa3MHOKECHHUIO.
B nomnonHeHue Kk 3TOMY, BUPYChl MOTYT TMOBPEAUThH WU MOJTHOCTHIO YHUUTOXKHUTH
Bce (pailyibl U JaHHBIC, TOJKOHTPOILHBIC TIOJIB30BATENI0, OT HMEHH KOTOPOTO ObLiIa
3amyllleHa 3apa)x€HHasi mporpaMMa, a TakKe MOBPEIUTh WIH AK€ YHUUTOXKUTH
OTIEPAIlMOHHYI0 CHCTEMY CO BceMHu ¢aiaamMu B 1eJoM. B OOJIBIIMHCTBE ClTydaeB
pacrpoCTpaHsOTCs BUPYCHI uepe3 HTepHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrPaMMm:

1. Ucrionb3yil  COBpEMEHHBIE  ONEPAIlMOHHBIE  CHCTEMbBI,  HMEIOIIUE
CEPBE3HBIN YPOBEHD 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTtostHHO ycTaHaBiauBaid moutd (IMGPOBBIE 3aIUIATKH, KOTOPbIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C LENBI0 JOPAOOTKUA MPOTrpaMMbl) U JpyTrue
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJIBKO C
opunmanbHoro caira paszpadorunka OC. Eciaum CylecTByeT  pekuMm
aBTOMATHYECKOTI0 OOHOBJICHUS, BKJIIOUHU €TO0;

3. Paboraii Ha cBOeM KOMITBIOTEpE IO TIpaBaMU TOJB30BaTeNsA, a HE
aIMUHUCTpATOpPa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpOrpamMm
WHCTAJTUPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Uctionp3yid  aHTHBUPYCHBIE MPOrpaMMHBIE TPOAYKThl  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanudb GU3MUECKHUI TOCTYM K KOMIIBIOTEPY JJIsi TOCTOPOHHUX JIUI;

6. Ucnonb3yit BHENIHWE HOCUTENN MH(POpPMALUU, TaKue Kak Quielika, JUCK
uiu ¢aitn u3 MaTepHera, TOIbKO U3 MPOBEPEHHBIX HCTOYHUKOB,;

7. He otTkpbiBaii KOMMbIOTEpHBIC (haiiibl, MOJTYYCHHBIE M3 HEHAIEKHBIX
ucTOUYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUCal TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETO0, OTIIPABIISLI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi — 510 He BWJA mepenayd JaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb
openn, mapka. Eme B 1991 roay HuzaepsiaHjckas KOMIAHUS 3aperucTpupoBalia
openn « WECA», uro o6o3Hauano cioBocoueranue «WirelessFidelity», koTopsrii
MEPEBOJIUTCS KaK «0eCIpOBOIHAS TOUHOCThY.

Jlo Hamero BpeMeHu Joliia apyras abopeBuaTypa, KoTopas siBJIsSeTCsl TaKou
ke TexHojoruen. Jto abOpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BhICHIMN 3ByKoBouW TexHuku Hi-Fi, uto B mepeBome
03Ha4YaeT «BBICOKASI TOUHOCTHY.

Jla, OecriaTHBIM MHTEPHET-AO0CTYN B Kade, OTeIsIX U adporopTax sSBISETCS
OTJIMYHOM BO3MOXKHOCTBIO BbIxoAa B MHTepHer. HOo MHOTHE 3KCHEPTHI CUMTAIOT,
yTo obmenoctynubie WiFiceTn He SBISIOTCS 0€30MMaCHBIMU.



CoBeTbl 110 0€e30MacHOCTH PadoTe B 001eA0CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro au4Hyr0 MHGOpMAIKIO Yepe3 oOmie0CcTynHbie Wi-
Ficetu. PaGoTtas B HuX, >KeJaTeJbHO HE BBOJUTH MApOJU JOCTyNa, JIOTMHBI U
KaKue-TO HOMEDA,

2. Vicnonp3yit 1 OOHOBJISIE aHTUBUPYCHBIE TIPOTPpaMMbI U OpaHaMaysp. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnonb3oBanuu Wi-Fiotkmoun @yskiuioo «OO0mmii  gocTynm K
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHHUIO, OIHAKO
HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBAa UCIIOJIB30BAHUS B paboTe
WM ydeoe;

4. He wucnonp3yin mnyOmumunasidi WI-Flans mnepemaum nWYHBIX TaHHBIX,
HarpuMep, ISl BBIXOJIa B COLMAIIBHBIE CETH WM B DJICKTPOHHYIO MOUTY;

5. Ucnonw3y#t Tonbko 3amuiinenHoe coeauHenue uepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun ¢yHkumio «llogkmiouenue k Wi-
FiaBromatnuecku». He momyckaii aBTOMaTH4E€CKOTO MOAKIIOYEHHUSI YCTPOHUCTBA K
cetsim Wi-Fi6e3 TBoero coriacusi.

CoumnasnbHbie ceTn

CornuanbHble CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIIOJU PabOTaroT
U JKUBYT TaM IMOCTOSIHHO, a B Facebooky»e 3apeructpupoBad MUUIHAP]] YEIOBEK,
YTO SIBJISIETCS OJTHOW CEAbMOM BCEX >KUTEJEH IUIAHEThl. MHOTME MOIB30BATENIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHas UMU B COI[UAIBHBIX CETAX, MOXKET
ObITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI M0 0€30MMAaCHOCTH B COLMAIBHBIX CETHAX:

1. Orpannub cnucok Apy3ed. Y TebOs B Jpy3bsiX HE JOJKHO OBIThH
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amuinaii CBOIO YacTHYIO >ku3Hb. He ykaspiBail maposiu, TenedOHBI,
aiapeca, JaTy TBOEro POXICHUS W JPYryl0 JHUYHYIO  HHGOPMAIHIO.
3110yMBIIIIICHHUKHA MOTYT UCIIOJIB30BaTh Jake HHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amumiail cBOIO pernyTaiuio — JEpKU €€ B YHCTOTe U 3ajaBail cebde
BOIPOC: XOTeJN ObI Thl, YTOOBI APYTHUE MOJIB30BATEIN BUICTH, YTO ThI 3arpyKaellb?
[Toxymaii, mpexie 4em 4To-TO OMyOJIMKOBaTh, HAITUCATh U 3arPYy3UTh;

4. Ecniy Thl TOBOPULIB C JIFOJBMH, KOTOPBIX HE 3HACUIb, HE UCIOJIb3YH CBOE
pealibHOe UMS U APYTYIO JUYHYI0 MH(OOPMALMK: UM, MECTO >KUTEJILCTBA, MECTO
y4eObl U poyee;

5. U30beraii pasmenienus dotorpaduii B MaTEpHETE, T/I€ THI M300paKeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO ONPEACIUTH TBOE€ MECTOIOJIOKECHUE;

6. [Ipu peructparii B CONMATBLHOM CE€THU HEOOXOJAMMO HCIOJIb30BATh
CJIOXHBIEC TIAPOJIH, COCTOSIIUE U3 OYKB U IU(P U C KOJUISCTBOM 3HAKOB HE MECHEE
8;

7. lns  comManbHOW CETH, TMOYTHI M JPYrUX CalTOB HE0OXOAUMO
WCITIOJIB30BaTh pa3Hble mapoyn. Torma ecinu Tedsi B3IOMAIOT, TO 3JI0yMBIITUICHHUKA
MOJIy4yaT JOCTYI TOJBKO K OJIHOMY MECTY, @ HE BO BCE Cpa3y.



JJIeKTPOHHBbIE J€HbI'H

DNEKTPOHHBIE JIEHBI'M — 3TO OYEHb YAOOHBIH CIIOCOO IUIATEXEH, OJHAKO
CYILLECTBYIOT MOLIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JEHBIU.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJIABHO U IMEHHO M3-3a 3TOTO BO
MHOTHX I'OCYyAapCTBax J0 CUX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QDyHKIIMOHMPYIOT U O HUX YX€ MPOMHUCAHO B 3aKOHE, Ie
UX pa3leisOT Ha HECKOJIBKO BUJIOB — AHOHHMMHBIC M HE aHOHMMHbIE. Pa3sHuna B
TOM, YTO @aHOHUMHBIE — 3TO T€, B KOTOPBIX Pa3PEIIACTCS NPOBOAMUTH OINECPALAN
0e3 wuAeHTU(UKAIMKA TIOJNb30BATENsl, a B HEAHOHMMHBIX HUIACHTU(DUKAIIH
MI0JIB30BATEIS SIBISIETCS 00A3aTEIBHOM.

Taxxe crnemyer pa3nuyaTh OJJIEKTPOHHBIC (HATHBIE JEHBIU (PaBHBI
TOCY/IapCTBEHHBIM BalllOTaM) M DSJEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE pPaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI 110 0€30MACHOM padoTe ¢ ITEKTPOHHBIMH IeHbIAMMU:

1. [lpuBsku K cueTy MOOWIBHBIN TeiaedoH. DTO caMblii yIOOHBIH U
OBICTPBII crmoco0 BOCCTAHOBUTH JOCTyn K cueTy. [lpuBsizanHblii TenedoH
IOMOXET, €ClAM 3a0yAelllb CBOM IUIATEeXKHBIM Mapojib WM 3aiJellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnone3yil onHopaszoBble maposid. Ilocnme mepexola Ha YCHUIICHHYIO
aBTOpHU3aLMI0 TeOe yXe He OyJeT yrpokaTh ONAcCHOCTb KPaKW WJIM IepexBara
IIJIATEKHOTO MAPOJIS;

3. Boibepu cnoxubiii mapons. [IpecTymuukam OyneT HE MPOCTO yraiaTh
CJIIOKHBIA Maponb. HamexHele maponu — 3TO MApoiM, KOTOPBIE COIEpkKaT He
MEHee 8 3HAKOB M BKIIIOYAIOT B C€0sl CTPOYHBIE M MPOMHUCHBIE OYKBBI, HU(DPHI U
HECKOJIbKO CUMBOJIOB, TaKME€ KaK 3HaK J0JU1apa, (PyHTa, BOCKIMIATENIbHBINA 3HAK U
T.11. Hanmpumep, StROng!;;

4. He BBOJM CBOM JIMYHBIE JJAHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSICILIb.

DJIEKTpOHHAs oYTa

DNeKTpOHHAs M0YTa — 3TO TEXHOJIOTHS U MPEAOCTABIISIEMBIE €10 YCIYTU 110
NEPECHUIKE U MOIYYEHHIO IEKTPOHHBIX COOOIIEHUMN, KOTOPbIE paclpeAesatoTcs B
KOMIBIOTEpHOW ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUAT
CIIEYIOIMM 00pa3oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMme nepeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TlepeaBaTh (ailiibl.

OCHOBHBIE COBETHI 10 0€30MacCHOM padoTe C ANEKTPOHHOMN MOYTOM:

1. Hano BbIOpaTh mnpaBWIbHBIA NOYTOBBIM cepBuc. B HMHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIEe IOBEPSAThH TEM,
KOTI'0 3HACIlb U KTO NEPBBIN B PEUTUHTE;

2. He yka3piBaii B TMYHOM MoyTe JIMUHYIO nHPopManuto. Hanpumep, nydie
BBIOpATh «MY3bIKaJIbHBIN _(panat@» umm «pok2013» BmecTo «Ttemal3»;

3. Ucnonp3yit ABYXATaNHYyI aBTOPU3ALMIO. DTO KOTJa MOMHUMO Mapojst
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil o SMS;

4. Beibepy CIOXHBIA TApoiib. J[7s Ka[Aoro MOYTOBOTO SIIUKA JOJHKCH
OBITh CBOW HAJIECKHBIN, yCTONYMBBIN K B3JIOMY MapOJib;

5. Ecnu ecTh BO3MOXHOCTh HaIlMCcaTh CaMOMYy CBOM JIMYHBIA BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOYKHOCTb;



6. Ucronp3yil HECKOJIBKO TOYTOBBIX SmUKOB. [lepBbIit nmst 9acTHOU
MEPEINNCKU C apecaramMu, KOTOPBIM Thl JOBEPSEHIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMU Ha opyMaxX U CalTax;

/. He oTkpbiBaii ¢aitibl U Apyrue BIOKEHUS B MUCbMaX Jlake €Cld OHU
IOPUIILIA OT TBOUX Apy3el. Jlydille yTOuHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baiisr;

8. Ilocne oxoHYaHMsI pabOTHl Ha TMOYTOBOM CEpBHCE MEpe] 3aKPbITHUEM
BKJIQJIKU C CATOM He 3a0yab HaXxkaTh Ha «BeriiTm».

KubepOy/uIMHT WM BUPTYaJIbHOE U3/1€BATEIbCTBO

KubepOymnuHr —  mpecieoBaHUE  COOOIICHUSMH,  COJEPIKAIIMMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTrUBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C TOMOLIBIO PA3JIMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBbIE cOBeTHI 10 00pble ¢ KNOEepPOYNINHIOM:

1. He Opocaiics B 60#. Jlyummuii crioco0: mOCOBETOBATHCS Kak ce0si BECTH H,
€ClIi HEeT TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajleé YCIOKOUTbCA. Ecimu Thl
HAYHELIb OTBEYaThb OCKOPOJEHMSIMHM Ha OCKOPOJIEHUS, TO TOJBbKO ele Ooblie
Pa30oXKeNIb KOH(IIHUKT;

2. Yrpapnisai cBoel KHOeppermyTaimei;

3. AHOHUMHOCTh B ceTH MHHMas. CyllecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKUWA 00pa3 BHUPTyaJlbHOW >Xu3HHU. MHTEpHET
(UKCUpyeT BCE TBOM JEUCTBHSI M COXpAHSIET UX. YAAIUTh UX OyIeT KpaiiHe
3aTPyAHUTEIIBHO;

5. Cobnronaii CBOM BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit eaumHuuHblii HeratuB. (OIHOpPA30BBIE  OCKOPOUTEIIBHBIC
cOoOOIIeHHUsT Jydyllle WrHopupoBath. OOBIYHO arpeccusi MpeKpamiaercss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMHU COOOIICHUSIMU, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOILIEHUH C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu 11 cBUzeTens kubepOymuHra. TBOM AEHCTBUA: BBICTYIIUTh IPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HYyXKHa IICHUXOJIOTMYECKas IOMOIb, COOOIIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuibHbIN TeaedoH

CoBpemeHnHbIe cMapT(OHBI U MJIAHIIETHI COACPKAT B ce0e BIOJHE B3POCIIbIN
(GyHKUHMOHAT, W TeNepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIiboTepamMu. OJHAKO, CPEACTB 3aUIUTHI JJIs MOJJOOHBIX YCTPONUCTB MOKA OYEHB
Mano. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX THPOUCXOJUT HE Tak
MHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.

CoBpemeHHble MOOWJIbHBIE Opay3epbl yK€ MPaKTHYEeCKH JIOTHAJH
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHANA BIEYET 3a CcOoOoM
OOJBIIIYIO CII0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BC€ MPOM3BOAMTENN BBITYCKAIOT OOHOBJIEHMS, 3aKPHIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.



OcHoBHbBIE COBETHI /1J151 6€30MaCHOCTH MOOMJILHOTO TesledoHna:

1. Huyero He siBisieTCs MO-HACTOsIIEMY OecIUIaTHBIM. byab OCTOpOKEH,
Bellb KOTJla TeOe mpejyiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KaKue-TO IJIaTHbIC YCIIYTH;

2. ymaii, mpexzae uyeM oTnpaBuTh SMS, doTo miam Bugeo. Thl TOYHO
3Haelllb, I7I€ OHU OYJyT B KOHEUHOM UTOTE?

3. Heo6x01uMo 0OHOBIISITH OTIEPAITMOHHYIO CHCTEMY TBOETO CMapT(dOHa;

4. Vcrionb3yii aHTUBUPYCHBIE TTPOTPAMMBI 17151 MOOMIJIBHBIX TEIE(OHOB;

5. He 3arpy»xait mpuiiokeHus OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

6. [locme Toro kak ThI BBIAJCHIL C cadTa, TJA€ BBOJWI JIMYHYIO
nH(OpMaIUIO, 3aiiIi B HACTPOUKHU Opay3epa u yJaaiau cookies;

7. [leprognueckn MpOBEpsii Kakue IUIATHBIC YCIYTH AaKTUBUPOBAaHBI Ha
TBOEM HOMEDE;

8. laBaii cBOil HOMEp MOOMIIBHOrO Teae(POHA TONBKO JIFOJISIM, KOTOPBIX ThI
3Haellb U KOMY JIOBEpsICIlIb;

9. BluetoothjomxkeHn ObITh BBIKIIOYEH, KOTJa Thl UM HE TOJb3yelibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online-urpwui

CoBpeMeHHbIE  OHJIAMH-UTPBI —  3TO  KPACOYHBIC, 3aXBaThIBAIOIIHE
pa3BieUeHUs, OOBEINHSIONINE COTHH THICSY UYEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYT C IPYTOM, BBITIOJHSIOT 3a/laHusl,
CpaXXaloTCSi ¢ MOHCTpPaMH W TOJYYaroT OMBIT. 3a YAOBOJBCTBUE OHHU IUIATST:
MOKYTIAIOT JTUCK, OIJIAYMBAIOT a0OHEMEHT WJIA TPUOOPETAIOT KaKHe-TO OIIIUH.

Bce ati cpeactBa uayT Ha MoaAepKAHUE U Pa3BUTUE UTPHI, @ TAK)KE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
naTyu (nu@poBbIe 3aMIaTKU ISl IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)XM TBOErO IapoJjisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALUU
OOJBIITMHCTBA UTP.

OcHoBHbBIE COBETHI 10 0€30IACHOCTH TBOEI0 MTPOBOI0 AKKAYHTA:

1. Ecniu mpyroit urpok BeAeT cels TI0X0 MU CO3/aeT TeOe HeMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. [loxanylics agMHHHCTpaTOpaM WIPbl Ha IUIOXOE TOBEACHHE JTOTO
UTPOKA, JKeIaTeIbHO MPHUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB,

3. He yka3piBait 1nuHyt0 nH(OpMAIUIO B Ipodaiiie Urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeoumaibHbIE TATYN U MOJIBL;

6. Mcnomnb3yit CloXHbIE U pa3HbIE TApOJIH;

7. laxxe BO BpeMsi WIpbl HE CTOUT OTKIIOYATh aHTUBUpPYC. [loka ThI
UTpaeIllb, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KPAaKa JUYHBIX JTaHHbIX

OObIYHOM Kpaskel JEeHEr U JOKYMEHTOB CETOJIHSl YK€ HUKOTO HE YJIUBHUIIIb,
HO C Pa3BUTHEM WHTEPHET-TEXHOJOTUN 3JOYMBIILIICHHUKN TEPEMECTUIIUCh B
WHTepHET, 1 MPOI0KAIOT 3aHUMATHCS «ITFOOUMBIMY JIETIOM.



Tax mosiBUIace HOBas yrposa: HHTEPHET-MOIICHHUYECTBA WM (DUIIMHT,
rJIaBHas 1EeJdb KOTOPOrO COCTOMT B TMOMYYEHUH KOH(PUACHIHAIbHBIX JaHHBIX
M0JIb30BaTENIe — JIOTMHOB U maposiei. Ha anrnmiickom si3bike phishinguuraercs
kak ummHr (0T fishing— prIOHas 0BIIsI, password— Mmaposib).

OcHoBHBIE cOBeTHI 10 00pBHOE ¢ PUINMHTOM:

1. Cnenu 3a cBoUM akkayHTOM. Eciu Thl MoJ03peBaelib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXoAMMO  3a0JIOKUpOBaTh €€ M COOOIIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpeEe;

2. Ucnonb3yit 6e30macHble BeO-CaiThl, B TOM YMCIIEe, MHTEPHET-Mara3uHoB U
MIOMCKOBBIX CHUCTEM;

3. Ucnonb3yit cnokHble W pas3Hble mapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH MOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
poITIo B CETH, a HE KO BCEM;

4. Ecnn TeOst B3lOManM, TO HEOOXOAMMO MPEAYINpPENUTh BCEX CBOMX
3HAKOMBIX, KOTOPbIE JOOABJIEHBI y T€OsI B APY3bsX, O TOM, YTO T€Os B3JIIOMAJH H,
BO3MO>KHO, OT TBOETO UMEHH OYy/IE€T pacchliaThCsl ClaM M CChUIKM Ha (PUIIMHIOBbIE
CalThI;

5. YcranoBu HajexHbii maposb (PIN) Ha MoOunbHbIM Tenedon;

6. OTKII0YM cOXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBaii ¢aitibl U Apyrue BIOKEHUS B MUCbMax Jlake €Cld OHU
NPUIIUTA OT TBOUX Jpy3el. Jlydine yTouHu y HUX, OTIPABISUIA JU OHU TeOE ITH
(baibl.

Hu¢posas penyrauus

[udposas pemyTamnus — 3TO HETaTUBHASI WM MO3WTUBHAS WH(OpManms B
cetu o tebe. Kommpomerupyromas umHpopmanusi, pasmenieHHas B HHTepHeTe
MOET CEPbE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peasbHOU xu3HU. «lludposas
penyTanus» — 3TO TBOM UMHJIK, KOTOPBIA (hopmupyercs u3 undopmaimu o tede
B lHTepHeTeE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TOJIOKECHHE,
O0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX — BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCA K MyONMKAalMM JMYHOM
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCiencTBuil. Thl maxe He
CMOXKeIIb JorafaTbcst 0 TOM, 4To gororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenieHue TBoux ¢Gotorpaguii U Jpyrue AeUCTBUS MOTYT
HE HCYE3HYTh JaXKe TOCIEe TOr0, KaK Thl WX yAalmullb. [hl HE 3Haellb, KTO
COXpaHWJ OTy HH(OpPMAIHIO, ToMaja JH OHAa B TIOWCKOBBIE CHCTEMBI U
COXpaHWJach U OHA, a TJIABHOE: YTO MOAYMAalT O TeOe OKpyKarolee JIOJIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MHOpMaALMIO MHOTO JIET CITYCTS CMOYKET
100011 - KaKk U3 H0OphIX OOYKICHH, TaK U C HAMEPEHUEM MPUYHUHUTD BPEl. ITO
MOET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI IO 3aIIUTE MIUPPOBOI PEIyTaIUU:

1. [Toxymaii, mpesxie YeM 4TO-TO MyOIMKOBATh U TIepenaBaTh y ce0s B Ojore
WA B COIMATIBHOM CETH;



2. B HacTpoiikax mpoQuiis yCTaHOBM OTPAHUYEHHS HA MPOCMOTP TBOETO
npo(uiIs U €ro CoAEP>KUMOT0, CIETIal €ro TOJIbKO «JUIs IpYy3eiD»;

3. He pa3memiail u He yka3biBail HH(OPMALIKIO, KOTOPass MOXET KOro-Iuoo
OCKOPOJIATH UJIH OOMKATh.

ABTOpPCKOE NPaBO

CoBpeMEHHbBIE  ILIKOJIBHUKM —  aKTUBHBIE II0JIb30BATENU  LIU(PPOBOTO
npoctpancTBa. OAHAKO JAlEeKO HE BCE 3HAIOT, YTO II0JIb30BAHUE MHOTMMU
BO3MOXKHOCTSIMH ~ IIHU(PpOBOro  Mupa TpeOyeT  coONojeHuss TpaB  Ha
UHTEIJICKTYalbHYI0 COOCTBEHHOCTb.

TepMun «uHTENIEKTyadbHas COOCTBEHHOCTB» OTHOCUTCS K pPa3iHMuHBIM
TBOPEHHUSIM YEJIOBEUECKOr0 yMa, HayMHAas C HOBBIX HM300pPETEHHUN M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH, U 3aKaHUYMBas KHUTAMH,
dororpadusaMu, KHHOPHIBMaMU U MY3bIKAJIbHBIMH TPOU3BEACHUSIMH .

ABTOpCKHE IIpaBa — ATO MpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, JTUTEPATyphl U UCKyCcCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJUBbIE BO3MOXKHOCTU 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukro 0Oe3
paspelieHuss aBTOpa HE  MOXET BOCHPOM3BOAMTH €ro  IPOU3BEJECHUE,
pacnpocCTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBaTh, IpPOJaBaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIONHSTH, MOKA3bIBATH/UCIIONHATE B ddupe wimm
pasmemats B MHTEpHETE.

Hcnonb30BaHne «IMUPATCKOTO» MPOTPAaMMHOTO  OOECIIEYCHHS] MOKET
IpPUBECTH K MHOTUM pHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM [0
OJIOKUPOBKH TBOETO YCTPOWCTBA, IJI€ YCTAHOBJICHHBIM HE JIeTalbHAsl porpaMmma.
He crout Tarkke 3a0bIBaTh, YTO CYyIIECTBYEeT JieTalbHbIE W OecriaTHBIC
IpPOrpaMMbl, KOTOPbIE MOKHO HAMTH B CETH.

O noprane

CereBU4OK.p() — TBOI TIJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb
y3HaTh O OE30MacHOCTM B CETH MOHATHBIM U JIOCTYIHBIM SI3BIKOM, a IIpHU
BO3HUKHOBEHUU KPUTHUECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A Takxke
IPUHATH y4acTUe B KOHKYpPCaxX U CTaTh CAMBIM IIU(PPOBBIM IPakKIaHUHOM !
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